MunucTepcTBo
COLMAJILHOH NOJMTHKH H TPyAa

Yamyprckoi Pecnydiinku
(Muncounonmutuku YP)

YamypT DIbKYHbICH
MePJIBIKO MOJIHTHKAS

HO VKbl MUHHCTEPCTBO
(YD MepronuTHKMHUH)

ITPUKA3

«30 » ,QM&:;/UZ/ AOAOT. Ne L

r. I>xeBCK

OO0 yrBepkaeHnH NJIaHAa MePONPHATHII 110 06eCIIeYeHHIO 3AIHThI
NEePCOHAILHBIX JAHHBIX B HH(POPMANHOHHBIX cHeTeMax MUHHCTEpCTBA
COIHAILHOM MOJIMTHKH H Tpyaa ¥Yamyprekoii Pecny6ankn Ha 2020 rog

B coorBerctBum ¢ ®enepanbHbiM 3akoHoM oT 27 wmons 2006 rona
No 152-03 «O mnepcoHalbHBIX JaHHBIX», MOCTAHOBIEHHEM IIpaBuTenscrBa
Poccuiickoit ®enepamuu ot 1 Hosdps 2012 roma Ne 1119 «O6 YTBEPK/ICHUH
TpeOOBaHWH K 3alMTe MEPCOHANBHBIX JAaHHBIX IIPH  HX obpabotke B
MH(QOPMALMOHHBIX CHCTEMAX M1EPCOHABHBIX JAHHBIX» I P KK a 3 bl B 4 10

1. VTBepauth mpuiaraeMslii 1iaH MepONpPHATHI MO 0GECIIEYEHHIO 3AITUTHI
NEPCOHANIBHBIX TAHHBIX B MH(POPMAIMOHHBIX CHCTeMax MMHMCTEPCTBA COLHANBHOM
NOJMTUKYU U TpyAa Y amyprckoit Pecriy6uku Ha 2020 rop.

2. KOHTpOJIb 3a MCIOJHEHHEM HACTOSIIETo NMPHKa3a BO3JIOKHUTH Ha [IEPBOrO
3amectureliss MuHucTpa JIlyoauny O.B.

Munuctp ' T.}O. Yypakosa



IUIAH

YTBEPXJIEH

npuka3om MuHHCTepcTBa
couManbHON NOJIMTHKU U TPYJa
Y amyprckoi PecnyOnuku

ot «30» sHBaps 2020 rona Ne 9

MeponpUATHi 1o 00ecneYeHHI0 3aLMThI NEPCOHANBbHbIX JAHHBIX B
HH(OPMaNHOHHBIX cHcTeMax MUHHCTEPCTBA COUHAJILHOM
NOMTHKH M Tpyaa Y amyprckoii Pecny6aukn na 2020 roa

r‘:h" MeponpusTue Cpox ucnoninennn | OTBeTCTBeHHbINH
1 2 3 4
1 OpraHu3aunoHHbIe MEPONIPHATHS N0 06ecnedeHHI0 3AMIHTBI ePCOHAILHBIX AAHHBIX

1.1 Hanpasnenne uHpOpMaLMOHHOIO MHUCHMa B
PockoMHan3op 06 u3aMeHeHuu B
yBeaoMiieHHe 06 06paboTke nepcoHanbHbIX
JaHHBIX B CBS3H C YBEJHYEHHEM 0ObeMa despanb 2020 roga Tomuun A.B.
MNOJHOMOYHMH MHUHHUCTEPCTBA COLMAIbHOM
NONUTHKH U Tpyaa Y AMypTckoit PecniyGnukn
(manee — MuHHCTEPCTBO)

1.2. | [loaroToBKka 1 yTBep)XI€HHE NACIOPTOB Tonuun A.B.
aBTOMAaTH3UPOBAHHBIX paboYHX MeCT B mapt 2020 rona [lucneruna B.B.
MuHucTepcTBE Cupotkuna U.B.

1.3. Pasmeluenue rocynapcteeHHoi
MH(pOPMaUHOHHOM cHCTeMBbl Y IMYPTCKOI
Pecny6niiky aBTOMaTH3MpOBaHHAsA cHCTEMA wioHb 2020 roxa Tonuun A.B.
«AZpecHas COUMaTbHas IIOMOLIB» B LIEHTpE Yypakosa T.Bb.
00paGoTKu JaHHBIX Y AMYpPTCKOH
Pecny6uku

1.4. Pasmellenue aBTomMaTH3MpoBaHHOM
MH(POPMAIIHOHHOM CHCTEMBI
rocy1apCTBEHHOro 6aHKa AaHHBIX O JETAX- Tonuun A.B.
CHpOTax U AETAX, OCTaBIIMXCH Ge3 uioHb 2020 rona Yypakona T.B.
nonevexus poaureneii, (AUCT ['BlT) B [Tucneruna B.B.
ueHTpe 06paboTKH naHHBIX Y AMYpTCKOi
Pecny6nnku

1.5. Opranunzauus 1 npoBeeHHe 3aceJaHHU no mepe
TexHuueckoit koMuccHu No 3awmTe HeoOxoaumocTH benoycosa M.E.

Tonuun A.B.
uH$opmauun MuHucTepcTra

1.6. IHoarotoska npenioxenuii ¥ coznanue
€AMHOH HHPOPMAIIMOHHON CHCTEMBI
COUMAIBHOrO OobecrneueHns HacejieHUs

. Tomuun A.B.,
Yamyprckoii Pecny6inku, noarotoeka u B TeueHue 2020
Yypaxosa T.b.

NPOBEICHHE MEPONPUATHIA 110 3aUTUTE
HH(pOPMaLMH BHOBE CO3AaBAEMOIl CHCTEMBI
(no oTaeaBHOMY MUTaHY)

roja
A [Mucnervua B.B




2

[IpoBeeHHe METOAMUYECKNX CEMHHAPOB, B
TOM YMCJI€ B PEKHUME BHIACO-KOH(pEPEHL
CBSI3M C OTBETCTBEHHBIMH JIMLIAMHU 10 3aLUMUTE
HH(OpPMAaLIMK TEPPHTOPHAIBHBIX OPraHOB
MuHuCTEpCTBa M NOABEIOMCTBEHHBIX
MUHHUCTEpPCTBY OpraHu3anmii

B teuyenue 2020
roja

Tonyun A.B.
Yypakosa T.b.
[Iucnernna B.B.

1.8.

[Tonnepxanue B akTyalnbHOM COCTOSIHMM
pazaena «MHbopMaLHOHHBIE CUCTEMBI» Ha
opuuManbHOM caiite MUHKHCTEPCTBA B
MH()OPMALIMOHHO-TEIEKOMMYHUKALIMOHHO#
cetu «MHuTepueT»

CIKEMECAYHO

[Iucneruna B.B.

1.9.

O3HakomieHHe COTPYAHMKOB MuHKCTEpCTBa
C OpraHU3alMOHHO-PACTIOPAAUTEIbHBIMH
JOKYMEHTaMH MUHHUCTEpCTBa,
OMpeNCSIOIHUMHU PeXKUM 00paboTKH
NEePCOHANbHBIX JaHHbIX B MUHHCTEpCTBE
(BHOBb IIPUHSTBIE COTPYIHUKH, H3MEHEHHE
OpraHU3allMOHHO-PACcOPs AU TEIbHBIX
JIOKYMEHTOB)

CIKEMECAYHO

Tonuun A.B.
Yypaxosa T.b.
[Tucnernna B.B.

1.10.

Opranunszauus pexuma obecreyeHus
0€30macHOCTH MOMELIEHHH, B KOTOPBIX
pa3MeleHbl HHGOPMALMOHHBIE CHCTEMBI
MunucTepcTBa, a Takke Kpunrorpaduyeckue
CpeCTBa 3alMThl HH(OPMALIKH,
MPENATCTBYIOIIErO BO3MOXKHOCTH
HEKOHTPOJIMPYEMOTO MPOHUKHOBEHHSI HJIH
npeObIBaHMs B 9THX MOMEILEHUSX JIULL, HE
MMEIOLLMX PaBa J0CTyNa B 9TH NOMELIECHHUS

CIKEMECAYHO

MaptbiHiok U.H.

[Tonnepxkanue B akTyaabHOM COCTOSTHMM
OpraHU3allMOHHO-PACTIOPSAIUTETbHBIX
JOKYMEHTOB MHUHHCTEpCTBA, ONpeae/sOLINX
pexuM 00pabOTKH NepCOHABHBIX JaHHbIX B
MunucrepcTBe

CIKEKBApPTAJIbHO

Tomuun A.B.
Yypakosa T.b.
[Tucnernna B.B.

L:14

[lonroroeka u nposeserue padboT no
aTTeCTaluH (IPOUIEHUH aTTecTaTa)
rocya1apcTBEHHOH HHPOPMALIHOHHOM
cucTeMbl Y AMypTCcKoit PecnyOiinku
«PernoHanbHeIi CerMEHT PerucTpoB
noJjyvaTe/iel rocy1apCTBEHHbBIX YCIIYT B
cepe 3aHATOCTH HACEJICHUS»

nekabpb 2020 roaa

Tonuun A.B.

Texnuyeckue (annapaTHo-nPOrpaMMHbIe) MEPONPHATHS

Opranu3anus aHTUBUPYCHOM 3alMThI
MH(POPMALHMOHHBIX CHCTEM MEPCOHATBHbBIX
JaHHBIX MUHHCTEpCTBA

CIKEMECAYHO

Kosyasie A.1O.
[Iucneruna B.B.

2.2,

YcTaHoBKa U BBOJ B 9KCIIyaTallHIO
KPUNTOrpa)uUECKUX CPEICTB 3alUTHI
MH(POpPMALIMK B COOTBETCTBHH C
3KCIUTYaTALlMOHHOM U TEXHUYECKOH
JIOKYMEHTAlUMEN K 3TUM CpeCTBaM.
OO6yueHue UL, UCTIONB3YIOLINX
KpUNTOrpa)uyeCcK1e CpeCTBa 3allHThl

no mepe
HEOOXOIMMOCTH

Tonuun A.B.
Yypakosa T.b.
Jluxanosa J1.1O.
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1 2 3 4
uHpopMaumu, pabote ¢ HUMH
2.3. Opranu3auus MEpONpUATHH O MEPEBOLY
MH()OPMALIMOHHBIX CHCTEM MEPCOHATBHBIX
JaHHBIX MHUHHCTEPCTBA, UCTIONB3YIOLIMX IS
3alMThl KHPOPMALIHK cepTUULUPOBAHHbIE
OCTDIK Poccun Bepeun onepaumoHHbIX 10 1 mions 2020 Tomuun A.B.
cuctem Microsoft Windows 7 u Microsoft fidith - [lucneruna B.B.
Windows Server 2008 R2, Ha Kosynses A.1O.
cepTUuUIHMpPOBaHHBIE IO TPeOOBAHHAM
Oe30macHOCTH HH(POPMALIMK ONlepallHOHHBIE
CUCTEMBI, MOIEPKHBAEMbBIE UX
MPOU3BOJAUTESAMH
2.5. Peanuzauus Mmeponpusitiii no nepexoay Ha
B TeueHue 2020
UCTIOJIb30BaHUE OTEYECTBEHHOIO O(PUCHOrO - Tomunn A.B.
MPOrpaMMHOro obecneyeHus
2.6. Buenpenne B MUHUCTEPCTBE €IMHOTO —
nomeHa (Active Directory) opranos P
» . yCTaHaB/IWBaeT Tomuun A.B.
MCIIOJTHUTEJIBHOM BIacTH Y AMYpPTCKOiA
MuHcBsizb YP
Pecnybiinku
3 KoHTpo/ibHbIe MeponpusiTus
3.1. | OcyuiecTBaeHHE KOHTPOJIS 38 COCTOSSHUEM H
3} HeKTUBHOCTBIO 3aIUTHI HHPOPMALIUK 1O Tonunn A.B.
TpeOoBaHHAM 0e30nacHOCTH HHOPMALIUK U €XKEMECAYHO Yypakosa T.b.
Ha COOTBETCTBHE HOPMATHUBHBIM H [Tucneruna B.B.
pykoBosuM JokymeHTaM GCTOK Poccun
3:2. Kontpossb 3a cobmoneHneM pexuma Tonunn A.B.
00pabOTKH NePCOHATbHBIX JaHHBIX B €XKEMEeCSIYHO Yypakosa T.b.
MHPOPMALMOHHBIX cHCTeMax MuHHCTEpCTBa [lucnernna B.B.
3.3. KonTpob 3a ucnosnb3oBaHueMm cpeacTs
KpUnTorpaduyeckoi 3aiuTsl MHGOpMaLHK B €XKEMECSIUHO Tomuun A.B.
MuHucrepcTse
3.4 KoHTpob 3a cpokamu 1eiCcTBUS THLIEH3HE 1
p P Tonunn A.B.
cepTU(PHUKATOB Ha MPOrpPaMMHOE
" €XKEeMEeCsAYHO Yypakosa T.b.
obecneyeHue, cpeicTBa KpUNTOrpaduueckoi
ITucneruna B.B.
3alMThl HHHOPMaLHH
3.5. KoHnTposb 3a cobmonennem pexxuma
COXPAaHHOCTH CPEJICTB KPUNTOrpaguyecKoi Tonunn A.B.
3alIMThl HHPOPMALIMK, KPUNITOrpadUYECKUX €)KEMECSUHO Yypakoa T.b.
KJIIOYEH M MEPCOHAIBHBIX JaHHBIX B [Tucnernna B.B.
nomeleHusXx MuHuctepcTea
3.6. KonTposb 3a cobnoneHneM pexxuma 3aimTsl
npu HI:)IIKH}O‘{CHHH K HHpO Saunonﬂo - €XKEMECSIUHO Mucerins 8.8,
P o P Ko3synses A.1O.
TEJICKOMMYHHUKALMOHHOMN ceTH «MHTepHeT»
3.7. KoHTposb 3a pa3paboTkoii u BHECEHHEM
M3MEHEHHH B porpaMmHoe obecrnevyeHue
COOCTBEHHOM pa3pabOTKH WIIK IITATHOE
pasp Tonunn A.B.
nporpaMmmHoe obecnevyeHue, CreranbHo
€KEMECSIUHO Yypakosa T.b.

nopabaTbiBaeMoe cOOCTBEHHBIMH
pa3paboTYMKAMHU WM CTOPOHHUMH
OpraHu3alHUsIMH

[Tucrnernna B.B.
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3.8. [TpoBeaeHHe BHYTpeHHEH MPOBEPKH
PORGH YTP poBep Tonunn A.B.
obecrneyeHus 3alMnThbl NEPCOHATBHbBIX €XKEro/1HO,
a bo exkabpp 2020 rona IIPAsORE 4y,
HHbIX B UHPOPMALIMOHHBIX CHCTEMaX
2 PMEs A p [Tucneruna B.B.
MuHuctepcTBa
3.9. [ToaroroBka otyera o pe3yabTaTax
NPOBEICHUS BHYTPEHHEH MPOBEPKHU Tonunn A.B.
€XKEr0/IHO,

obecrneyeHus 3alMThl IEPCOHATBHbBIX
JaHHbIX B MH()OPMALMOHHBIX CHCTEMAX
MuHucTepcTBa

nexkabps 2020 rona

Yypakosa T.b.
[Tucnernna B.B.




